Source
Console
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80

Event id's

WTO
JOB-INITIATION/TSO-LOGON/TSO-LOGOFF
RESOURCE-ACCESS
ADDVOL/CHGVOL
RENAME-RESOURCE
DELETE-RESOURCE
DELETE-1-VOL-of-MULTIVOL-RESOURCE
DEFINE-RESOURCE
ADDSD

ADDGROUP

ADDUSER

ALTDSD

ALTGROUP

ALTUSER

CONNECT

DELDSD

DELGROUP

DELUSER

PASSWORD

PERMIT

RALTER

RDEFINE

RDELETE

REMOVE

SETROPTS

RVARY
APPC-SESSION-Start
GENERAL
DIRECTORY-Search
Check-ACCESS-to-DIRECTORY
Check-ACCESS-to-FILE
CHAUDIT

CHDIR

CHMOD

CHOWN
Clear-SETID-bits-for-FILE
EXEC-with-SETUID/SETGID
GETPSENT
Initialize-z/OS-UNIX-Process-DUB
z/OS-UNIX-Process-COMPLETION-UNDUB
KILL

LINK

MAKDIR

MKNOD
MOUNT-FILE-SYSTEM
OPEN-NEW-FILE

PTRACE

RENAME

RMDIR

SETEGID

SETEUID

SETGID

SETUID

SYMLINK

UNLINK
UNMOUNT-THE-SYSTEM
CHECK-FILE-OWNER
CK-PRIV

Description
Messages from the z/0OS console, software products and application programs

RACF-Event3-ADDVOL/CHGVOL

RACF-Event4-RENAME_RESOURCE

RACF-Event5-DELETE_RESOURCE
RACF-Event6-DELETE_ONE_VOLUME_OF_A_MULTIVOLUME_RESOURCE
RACF-Event7-DEFINE_RESOURCE

RACF-Event26-APPCLU_RACROUTE_REQUEST=AUDIT_EVENT=APPCLU

RACF-Event28-UNIX_DIRECTORY_SEARCH

RACF-Event32-UNIX_CHANGE_CURRENT_WORKING_DIRECTORY
RACF-Event33-UNIX_CHANGE_FILE_MODE

RACF-Event35-UNIX_CLEAR_SETID_BITS_FOR_FILE
RACF-Event36-UNIX_EXEC_WITH_SETUID/SETGID

RACF-Event37-UNIX_GETPSENT
RACF-Event38-UNIX_INITIALIZE_z/OS UNIX PROCESS_DUB
RACF-Event39-UNIX_z/OS_UNIX_PROCESS_COMPLETION_UNDUB

RACF-Event41-UNIX_CREATE_NEW_LINK
RACF-Event42-UNIX_MAKE_DIRECTORY
RACF-Event43-UNIX_MAKE_NODE
RACF-Event44-UNIX_MOUNT_FILE_SYSTEM
RACF-Event45-UNIX_OPEN_NEW_FILE
RACF-Event46-UNIX_PTRACE
RACF-Event47-UNIX_RENAME
RACF-Event48-UNIX_RMDIR

RACF-Event53-UNIX_SYMLINK
RACF-Event54-UNIX_UNLINK
RACF-Event55-UNIX_UNMOUNT_FILE_SYSTEM




SMF80
SMF80
SMEF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMEF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMEF80
SMF80
SMF80
SMF80
SMF80
SMF80
SMF81
SMF83
SMF14
SMF15
SMF17
SMF18
SMF30
SMF30
SMF30
SMF30
SMF32
SMF42
SMF42
SMF42
SMF42
SMF62
SMFS0
SMF92
SMF92
SMF92
SMF92
SMF92
SMF92
SMF109
SMF118
SMF119
SMF119

OPEN-SLAVE-TTY

RACLINK
CHECK-IPC-ACCESS
PICGET-(MAKE-ISP)
R-IPC-control

SETGROUP
CHECK-OWNER-TWO-FILES
R-AUDIT

RACDCERT

InitACEE
GRANT-of-Initial-KERBEROS-Ticket
R-PKIServ-GENCERT
R-PKIServ-EXPORT
Policy-Director-ACCESS-CONTROL-Decision
R-PKIServ-Query-Details-Verify
R-PKIServ-UPDATEREQ
R-PKIServ-UPDATECERT-or-REVOKE
Change-file-ACL
Remove-file-ACL

R-setfsecl

R-writepriv
CRL-Publication

RPKIRESP
PassTicket-Evaluation
PassTicket-Generation
RPKISCEP

RDATAUPD

PKIAURNW

R_PgmSignVer

RACMAP

AUTOPROF

RPKIQREC

RACEF Initialization and SETOPTS
Security-Audit

Open-Inp

Open-Upd

DELETE

RENAME

Job-Initate

StepTerm

TaskTerm

STC-Initiate
TSO-End-Session

REPLACE

RENAME

DELETE

ADD

VsamOpen

APFLIST CHANGES
UssMOUNT

UssOPEN

UssCLOSE

UssDel

SocCLOSE

UssAcess

SYSLOG-D

TBD

TELNET

FTP

RACF-Event58-UNIX_OPEN_SLAVE_TTY
RACF-Event59-RACLINK_EVENT_TYPES
RACF-Event60-CHECK_INTERPROCESSCOMMUNICATIONS_ACCESS
RACF-Event61-MAKE INTERPROCESSCOMMUNICATIONS_SECURITY_PACKET

RACF-Event62-R_IPC_CONTROL

RACF-Event64-CHECK OWNER TWO FILES

RACF-Event66-RACDCERT
RACF-Event67-INITACEE
RACF-Event68-GRANT_OF_INITIAL_KERBEROS_TICKET

RACF-Event71-POLICY_DIRECTOR_ACCESS_CONTROL_DECISION
RACF-Event72-R_PKISERV_ADMIN_QUERY_OR_DETAILS REQUEST

RACF-Event74-R_PKISERV_ UPDATECERT or REVOKE REQUEST

RACF-Event78-SET_WRITEDOWN_PRIVILEGE
RACF-Event79-CRL PUBLICATION
RACF-Event80-RPKIRESP_REQUEST
RACF-Event81-PASS_TICEKET EVALUATION
RACF-Event82-PASS_TICKET _GENERATION
RACF-Event83-RPKISCEP_REQUEST
RACF-EVENT84-RDATAUPD
RACF-EVENT85-PKIAURNW_AUTORENEW
RACF-EVENT86-R_PGMSIGNVER_SIGNATURE_VERIFICATION
RACF-EVENT87-RACMAP_UPDATE_TO_RACF_DATABASE
RACF-EVENT88-AUTOPROF_PROFILE MODIICATION
RACF-EVENT89-RPKIQREC_USER_QRECOVER_REQUEST

FILE-SERVICE-REQUEST_OPEN_FILE_INPUT_ONLY
FILE-SERVICE-REQUEST_OPEN_FILE_OUTPUT_UPDATE
FILE-SERVICE-REQUEST_DELETE_FILE
FILE-SERVICE-REQUEST_RENAME_FILE
JES-JOB_HAS_STARTED

JES-JOB_STEP_HAS_ENDED

JES-JOB/STC_HAS_ENDED

JES-STARTED_TASK_HAS_STARTED
JES-TSO_END_OF_SESSION
FILE-SERVICE-REQUEST_PDS_MEMBER_HAS_BEEN_REPLACED
FILE-SERVICE-REQUEST_PDS_MEMBER_HAS_BEEN_RENAMED
FILE-SERVICE-REQUEST_PDS_MEMBER_HAS_BEEN DELETED
FILE-SERVICE-REQUEST_PDS_MEMBER_HAS_BEEN ADDED
FILE-SERVICE-REQUEST_OPEN_VSAM_FILE

FILE-SERVICE-REQUEST_MOUNT_UNIX_SYSTEMS_SERVICES_FILE
FILE-SERVICE-REQUEST_OPEN_UNIX_SYSTEMS_SERVICES_FILE
FILE-SERVICE-REQUEST_CLOSE_UNIX_SYSTEMS_SERVICES_FILE
FILE-SERVICE-REQUEST_DELETE_UNIX_SYSTEMS_SERVICE_FILE
FILE-SERVICE-REQUEST_CLOSE_SOCKET/CHARACTER_SPECIAL_FILE

FILE-SERVICE-REQUEST_SECURITY_ACESS_UNIX_SYSTEMS_SERVICES_FILE




SMF119

SMF119

SMF119

SMF119

SMF119

SMF119

SMF119

SMF119
SMFCD/SMFTS(CA's Top Secret)
SMFCD/SMFA2(CA'S ACF2)
SMFCD/SMFOC(Oracle)
SMFCD/SMFAI

TCPTerm

FTPCInt

StackSS

UDPClose

TNSvrTerm

TSOCTerm

FTPServer

FTPLogonF

Same as SMF80 Records

APP-Pgm-Interface

TCP-TCPIP_Stack Start/Stop
TCP-UDP_CLOSE_RECORD

See Above

DATABASE-ORACLE_AUDIT
T8O0API-CUSTOMER_DEFINED_EVENTS



