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About Us

Quality Mainframe Software since 1982

► Expert development & technical support teams based in Minneapolis, MN.

► 25+ products for z/OS, z/VM, z/VSE, and distributed platforms.

► Hundreds of organizations worldwide rely on SDS solutions.

► Focus on mainframe security and compliance.

► Cost savings and legacy tool replacements: DO MORE WITH LESS! 

► Long-standing global partnerships complement SDS software.

► Recognized for providing highest quality technical support.



Introduction

Jed Lampi
Operations/Marketing Lead

SMF record types overview, filtering 

options, VSA demo.

Colin van der Ross
Sr. Systems Engineer

Presenters



Agenda

► Why filter events from z/OS to your SIEM ? 

► VSA Filtering options

► Live Demo sending selected events to Splunk using VSA 
Filtering

Gain Real-Time Visibility into Z



Why should you filter ?

► z/OS has many SMF records that can be enabled

• Most SMF records have subtypes 

► Customer sites are selective on what SMF records are 
enabled because of the sheer volume of SMF records

► DASD considerations if too much is enabled 

► Customers should apply “separation of duties” 
principles to decide what events to be forwarded to the 
SIEM

Gain Real-Time Visibility into Z



Why should you filter ?

► SIEM Pricing model is different

► Most SIEM vendors use the quantity of events collected 
to determine cost

► Smaller customers with a limited budget often “throttle” 
back on events to be sent to the SIEM

► Annual costs of a SIEM can run from $10,000 to over 
$100,000

Gain Real-Time Visibility into Z



Why should you filter ?

► According to some market research studies, SIEM and 
related technologies were a $5.3 billion market in 2018

► It is expected to grow at a compound annual growth 
rate of 19.7 % to $12.9 billion by 2023

► Fastest growing segment of the market 

► Customers should be selective on what SMF events 
are sent to the SIEM 

► Hence the need to filter events on z/OS

Gain Real-Time Visibility into Z



VSA Filtering

► Complex filtering allows you to escalate or suppress 
SMF records at the field level

► Data Dictionary containing over 900 individual fields 
and Boolean values, together with filtering semantics 
that provide you with unprecedented control over the 
decision to escalate a record into a SIEM or drop it 
from consideration

Gain Real-Time Visibility into Z



VSA Filtering – SMF14 /15 (DSN Activity)



VSA Filtering – SMF 17 (Delete of DSN)



VSA Filtering – SMF 30 Job Step 
Termination, Batch TSO, STC



VSA Filtering – SMF 80  RACF Security 
Events 



VSA Filtering – SMF 80  RACF Security 
Events 



VSA Filtering – SMF 80  RACF Security 
Events 



VSA Filtering – SMF 80  RACF Security 
Events 



VSA Filtering – SMF 102 DB2



VSA Filtering – SMF 119 TCP/IP, Telnet, 
FTP, FTP Client, UDP Close, TN3270



Product Demonstration

► VSA Granular Filtering

► SMF Events sent to Splunk in Real Time

VitalSigns SIEM Agent for z/OS

D O



VSA Filtering Demo

► SMF 17 – Delete of a DSN and Send / Reject  only specific 
DSN info to Splunk

► SMF 42 DSN Edit- Select PDS information to be sent to 
SPLUNK

► SMF 80 – Send specific events to Splunk based on TSO 
User ID

► SMF 92 Reject activity for job SDS1STC to be sent to 
SPLUNK

► SMF 119 – Select events with specific IP address to be sent 
to SPLUNK 

VitalSigns SIEM Agent for z/OS



Summary

► Real-time SMF monitoring is key

► Compliance requirement

► Separation of Duties – Decide as a team what’s 
important 

► Implement filtering to cut down on “unnecessary” 
events forwarded to the SIEM

Gain Real-Time Visibility into Z



Questions?

(800) 443-6183info@sdsusa.com www.sdsusa.com

Would you like additional information?

(763) 571-9000


