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Working from Home with
Virtel’s Browser-Based
3270 Terminal Emulation

B SDS Working from Home: Virtel’s Secure 3270 TE




N S DS Limited Time Offer ."ﬁl sysper@group

299004

Shelter-in-place Plan Our Offer

Everyone works from home » Virtel Web Access = browser-based 3270 TE

Hackers have increased their » Unlimited number of users

activity » Limited to first 50 customers

Maintaining security during this

ime Is very important » Must accept offer by April 30, 2020
Secure 3270 TE access from

) » Free to use until Sep 30, 2020
any device
- PC, Mac, tablet ... » Guaranteed price after Sep 30, 2020
» Cancel at no charge before Sep 30, 2020

B SDS Working from Home: Virtel’s Secure 3270 TE
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Patrick Fournier Overview & Technology

Solution Architect
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Virtel Web Suite - Overview

Virtel Web Access <« Base Config.
Thin-client (browser-based) 3270 TE

Virtel Web Modernization
Replace 3270 screen Ul with modern GUI

o ’ Virtel Web Integration

\k-—ar N Connect host & web apps via web services




Rl How Does Virtel Work?

Digital Transformation

Virtel Web Suite

Virtel Web Access

Virtel Web Modernization 2/VSE or z/OS System

Virtel Web Integration .
Transaction Server:

CICS, IMS, TSO ...

Transaction Program

3270.Screen

STC
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How Does Virtel Work?

Transaction Server:
CICS, IMS, TSO ...

Transaction Program

3270.Screen

z/VSE or z/0S System

STC

VTAM r—pSNA

VTAM
Relay

VIRTEL

S1G




virtel

Digital Transformation
Virtel Web Suite

Virtel Web Access

Virtel Web Modernization
Virtel Web Integration

© SysperTec 2020

How Does Virtel Work?

Transaction Server:
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How Does Virtel Work?

Transaction Server:
CICS, IMS, TSO ...

Transaction Program

3270.Screen
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How Does Virtel Work?

Transaction Server:
CICS, IMS, TSO ...

Transaction Program

3270.Screen

z/VSE or z/0OS System

SNA ‘

STC

VTAM

VTAM
Relay

Scenario(s)
3270 TE

VTAM-TCP/IP
Conversion
Engine

Template(s)

°" | 3270 TE

A

IP Server

VIRTEL

HTTP/S

HTTP/S

SMTP
Custom

STC

EPTL LT TP PP

)
ov

syspertec

L —

3270 TE

Web Page
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YRl Virtel Web Access

Digital Transformation
Virtel Web Suite
Virtel Web Access

Virtel Web Modernization z/VSE or z/OS System

Virtel Web Integration
Transaction Server: -
~ CICS, IMS, TSO ... VIRTEL e ? @
Transaction Program Scenario(s) Any Web Browser
3270 TE
— IP Server
99D, S e VIAM BeSNA | viam | VTAM-TCP/IP HTTP/S HTTP/S 3270 TE
| Relay Conversion SMTP { ] Web Page
‘ — Engine Custom
- ~ | Template(s)
= b 3270 TE
A STC
STC

EPTL LT TP PP

)
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No Middle-Tier Server

VPN
TN3270 SSL-Encrypted
Server TN3270 Connect;on$ E ¢ HTTP/S Connection .

Middle-Tier Server: Web User
Interface
o Cost

Latency
Bottleneck

Fragility
Troubleshooting

w SSL-Encrypted >
.{. HTTP/S Connection

Virtel Web User
Interface

.. since the majority of [us] have to telework, we started to tax our VPN
network. A lot of my colleagues prefer using Virtel as opposed to

BlueZone T.E. since Virtel doesn’t have to traverse across the network
as much, so the response time is much faster. (U.S. Federal
Government Department)




ael  Virtel Application Menu

~ VIRTEL - Application Mer X

L C M [1172.29122.214:41001/SEC sapmenu.htm+applist L 0o =
_=aVirtel apmicsermeme_| Web browser tabs/instances work e s 17 255
Digital Transforma“on = - as Slmple Sesslon ma nager ® Aute Tablet Ajax HTML HTML Ajax 3270 3270
Virtel Web Suite Cics CICSE Logon to CICS
Virtel Web Access CicsVIRS CICSE Logon to CICS
Virtel Web Modernization Tso TSO Logon to Tso - available VTAM apps are
Virtal Wielh Intesiraiien Tso3 TSO Logon to Tso (3270 model 3) h : : reen
9 Tso4 TSO Logon to Tso (3270 model 4) listed in 9
Tso5 TSO Logon to Tso (3270 model 5)
TsoVIRS TSO Logon to Tso VIRS
B vs IMS3270 Logon to IMS .
. Sessmgr NVAS Logon to session manager < unav_allabl.e VTAM apps
B sessmagrs NVAS Logon to session manager (3270 model 5) are listed in red
/ \:pel"ret Communication u

only authorized apps are listed existing session manager (or USSTABs) can be accessed
unauthorized apps are not listed directly or through Virtel application selection menu

© SysperTec 2020 13




virtel

3270 TE Webpage

¢
v Looks & behaves as a 3270 screen
. .
% Toolbar for user settings, macros ...
Digital Transformation #8150 e Utiis om: x N . - e o 5
Virtel Web SUite &« C 0 @ 192.168.92.161:41001/w2h/WEB2AJAX htm+Tso Y| €
Virtel Web Access 2 Apps Bills Dell IBM Manuals News Persanal RocketPlane SaintCloud Sports Technical Travel P Rackspace W@ Redis G RocketPlane Email == RocketPlane Support & SaintCloud Email »

Virtel Web Modernization B E g er @3 =
Virtel Web Integration .

@ 192.168.92.161

ry Option Menu

VIRTEL Web Access Settings
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Settings
View

Edit
Utilities
Foreground
Batch
Command

Dialog Test
IBM Products

SCLM
Workplace
More

Enter

Fl1=Help
F10=Actions

Display || Miscellaneous | ey Mappings | import / Export
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General Keys

—_—

[ New Line | Ener

oo o oo [ v

Clear | off | ATTN l PA3 J
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off | Reset |

Right Command

off Enter New Line ]
Home off )
Eréof | off | End |

PFT ‘ oﬂ'| PF13 | PAL |

o Lo v | i)

» Keypad Keys

» Control Modifier

F2=Start

F12=Cancel

—
| @ Defauits

rameters

or listings
rce data
tions
processing
age processing
tion commands
ng

ent products
rary Manager

orkplace

cts

ist defaults

F7=Backward

F8=Forward

User ID
Time.
Terminal.
Screen.
Language.
Appl ID
TSO logon

TSO prefix:

System ID
MVS acct.
Release

RCTVTOOO RCTIMOOO

SPTBACH
01:16
3278

1
ENGLISH
ISR
DBSPROC
SPTBACH
ZAMVS1
ACCT#
ISPF 6.3

F9=Swap

14



MaEll  Simpler Admin/Support

“* Simpler installation-administration-support
ot ot o Fully centralized (z/0S or z/VSE running] solution
Virtl Web Acc o Nothing to install-admin-support on remote clients

Virtel Web Access
Virtel Web Modernization

Virtel Web Integration ] NO Java
= No applets or plugins Particularly well suited
. - to work from home
“* Simpler deployment
o Point browser to installation-defined URL/port

“* Reduced support costs = reduced TCO

15
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O

PC Workstation

Windows 10
an>}0ID

Including mobile devices

Particularly well suited to work from home

)
y /

Chrome OS

% Supports any 3270 TE client technology

16
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SSL-Encrypted HTTPS Connections

TN3270 connections + VPN

e

macro

TN3270 connection ‘ﬁ_ N
+ VPN :

firewall TN3270
Emulator

SSL-encrypted HTTPS connections:

v IBM AT-TLS (PAGENT) or ICSF
v FIPS 140.2 + TLS 1.2/1.3 compliant
v Don’t need VPN for encryption

No host data

..... ’ R [ No applet
' Sk No plugin
No macros

session/exchange
identifier

17



Ul VWA - Customer Story

** Financial Services
o Serves investment clients in U.S. and Canada

Digital Transformation

Ve T Gt o More than 14,000 branch locations

Virtel Web Access

Wi, Wil Madlemizaian o Nearly 8 million clients and $1 trillion in assets

Virtel Web Integration

4

®

L)

* Most employees must work from home

“ Accelerated implementation
First contact Tuesday
Installation Wednesday
o Configuration Thursday
o Browser/network/security holdup Friday + Monday
o Deployment + POC start Tuesday
o Production rollout TBD

Particularly well suited to work from home

© SysperTec 2020 18




virtel

Digital Transformation
Virtel Web Suite

Virtel Web Access
Virtel Web Modernization
Virtel Web Integration

© SysperTec 2020

Virtel Web Access Implementation

* Installation Day 1
o Orientation
o Download product (FTP) + receive product key (email]
o Install product

% Configuration Day 2
o Define lines, applications, etc.
o Logon

= Authentication and authorization
= Start-up: application menu, session manager, or USSTAB

< Network + Security + Browser Day 3
* Deployment Day 4

o Trial = technical vetting
= 7/0S technical support team
= Small “power” users group

o Phased production rollout
= All users

19
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Systems Engineer
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Any Qmsiows?

info@syspertec.com
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N SDS Q&A Session v syspertecgroup
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Would you like additional information?

763-571-9000
000
4 ’ 000
000
A .

info@sdsusa.com  (800) 443-6183
(763) 571-9000

www.sdsusa.com

B SDS Working from Home: Virtel’s Secure 3270 TE



